The DNS Infrastructure In the 
GCC Countries
1.0 Introduction:

The Internet has evolved from a research network to an e-commerce infrastructure where the stability of the Internet is the concern of all the governments, economics, citizens …etc.  One of important elements in the Internet infrastructure is the Domain Name System (DNS) that maps between names and addresses as well as it contains information about mail exchange, aliases etc… .  Therefore the IETF has given special focus on the DNS system, and they have developed a Best Practice Document for the DNS network architecture “RFC 2182”.

This report concentrates on improving the availability of the Domain Name Servers (DNS) for the GCC TLD’s (Top Level Domains) Based on best Practice
2.0 Best Practice in Operating DNS servers “RFC 2182”:

1. With multiple servers, usually one server will be the primary server, and others will be secondary servers.  Note that while some unusual configurations use multiple primary servers, which can result in data inconsistencies, and is not advisable.

2. Consequently, placing all servers at the local site, while easy to arrange, and easy to manage, is not a good policy.  Should a single link fail, or there be a site, or perhaps even building, or room, power failure, such a configuration can lead to all servers being disconnected from the Internet.
Secondary servers must be placed at both topologically and geographically dispersed locations on the Internet, to minimize the likelihood of a single failure disabling all of them.

3. While it is unfortunately quite common, servers for a zone should certainly not all be placed on the same LAN segment in the same room of the same building - or any of those.  Such a configuration almost defeats the requirement, and utility, of having multiple servers. The only redundancy usually provided in that configuration is for the case when one server is down, whereas there are many other possible failure modes, such as power failures, including lengthy ones, to consider.

4. How many secondaries?

The DNS specification and domain name registration rules require at least two servers for every zone.  That is, usually, the primary and one secondary.  While two, carefully placed, are often sufficient, occasions where two are insufficient are frequent enough that we advise the use of more than two listed servers.  Various problems can cause a server to be unavailable for extended periods - during such a period, a zone with only two listed servers is actually running with just one.  Since any server may occasionally be unavailable, for all kinds of reasons, this zone is likely, at times, to have no functional servers at all.

On the other hand, having large numbers of servers adds little benefit, while adding costs.  At the simplest, more servers cause packets to be larger, so requiring more bandwidth.  This may seem, and realistically is, trivial.  However there is a limit to the sizeof a DNS packet, and causing that limit to be reached has more serious performance implications.  It is wise to stay well clear of it.  More servers also increase the likelihood that one server will be misconfigured, or malfunction, without being detected.

It is recommended that three servers be provided for most organization level zones, with at least one which must be well removed from the others.  For zones where even higher reliability is required, four, or even five, servers may be desirable.  Two, or occasionally three of five, would be at the local site, with the others not geographically or topologically close to the site, or each other.
3. The TLD DNS setup in the GCC countries:

This section explains the current architecture for the GCC TLD’s as registered in the Root Name servers.

3.1 Bahrain (.BH):

Following are the registered authoritative name servers for (.BH) in the Root Name Servers:
1. ns.batelco.com.bh

193.188.97.197

2. ns2.batelco.com.bh

193.188.97.212

3. ns3.batelco.com.bh

193.188.97.193

4. ns4.batelco.com.bh  

193.188.97.194

3.2 Kuwait (.KW):
Following are the registered authoritative name servers for (.KW) in the Root Name Servers:
1. ncc.moc.kw


196.1.69.98

2. dns1.kw



161.252.48.140

3. dns2.kw



161.252.48.150

3.3 Oman (.OM):
Following are the registered authoritative name servers for (.OM) in the Root Name Servers:
1. ns.ripe.net



193.0.0.193

2. ns.icann.org


192.0.34.126

3. om4.OMantel.net.om

206.49.101.5

4. om10.OMantel.net.om

206.49.101.6

5. om14.OMantel.net.om

212.72.23.4

6. om16.OMantel.net.om

212.72.1.186

3.4 Qatar (.QA):

Following are the registered authoritative name servers for (.QA) in the Root Name Servers:
1. ns1.QAtar.net.qa


212.77.192.10

2. ns2.QAtar.net.qa


212.77.192.13

3. ns3.QAtar.net.qa


212.77.192.15

3.5 Saudi Arabia (.SA):

Following are the registered authoritative name servers for (.SA) in the Root Name Servers:
1. ns.nixu.net



193.209.237.29

2. ns1.isu.net.sa


212.26.18.3

3. ns3.isu.net.sa


212.138.64.70

4. rip.psg.com


147.28.0.39

5. munnari.oz.au
128.250.1.21, 128.250.22.2

3.6 United Arab Emirates (.AE):

Following are the registered authoritative name servers for (.AE) in the Root Name Servers:




1. ns1.uaenic.ae
213.42.0.226





2. ns2.uaenic.ae
195.229.0.186
4.0 Recommendations for the Improvement as per the Best Practice:

4.1 Bahrain (.BH):

All .BH TLD name servers are configured in single class C network, in order to improve the availability of the .BH TLD name servers following are the recommendations:
1. Reconfigure the current .BH name servers to be distributed in different ranges of IP addresses advertised in the BGP routing table. 

2. Ensure geographical distribution of the name servers within the country.

3. Add additional Name servers located outside the country i.e. RIPE, ICANN …etc.

4.2 Kuwait (.KW):

The .KW TLD name servers are configured in three different block of IP's, and in different geographical locations within the country, however in order to further improve the availability of the .KW TLD name servers following are the recommendations:
1. Add additional Name servers located outside the country i.e. RIPE, ICANN …etc.

4.3 Oman (.OM):
The .OM TLD name servers are distributed between 4 different block of IP’s within the country and 2 Secondary name servers out side the country, .OM TLD is fully compliant with the best practices highlighted in RFC 2182.
4.4 Qatar (.QA):
All .QA TLD name servers are configured in single class C network, in order to improve the availability of the .QA TLD name servers following are the recommendations:
1. Reconfigure the current .QA name servers to be distributed in different ranges of IP addresses advertised in the BGP routing table. 

2. Ensure geographical distribution of the name servers within the country.

3. Add additional Name servers located outside the country i.e. RIPE, ICANN …etc.

4.5 Saudi Arbia (.SA):

The .SA TLD name server and distributed between 2 different block of IP’s within the country and 3 secondary name servers out side the country, .SA TLD is fully compliant with the best practices highlighted in RFC 2182.

4.6 United Arab Emirates (.AE):

The .AE TLD name servers are configured in two different block of IP’s and in different geographical locations within the country, however in order to further improve the availability of the .AE TLD name servers following are the recommendations:
1. Add additional Name servers located outside the country i.e RIPE, ICANN …etc.

